BOFHONG TIN VA TRUYEN THONG  CONG HOA XA HQI CHU NGHIA VIET NAM

NI Cogian: 5 T Poc lap - Tw do - Hanh phic
S6: 0F /2019/TT-BTTTT Ha Néi, ngay OJthdng F néim 2019
THONG TU

Quy dinh v& viéc lién thong giira T chirc cung cip dich vu
chitng thue chir ky s6 qudc gia va T chikc cung cip dich vu
chitng thue chir ky s6 chuyén ding Chinh pha

Can cur Ludt giao dich dién tw ngay 29 thdng 11 ndm 2005;

Cdn cik Nghi dinh s6 130/2018/NP-CP ngay 27 thang 9 nam 2018 cua
Chinh phii quy dinh chi tiét thi hanh Ludt giao dich dién tir vé chit ky s6 va
dich vu chung thuc chit ky 6,

Cdn cir Nghi dinh s6 17/2017/ND-CP ngay 17 thdng 02 ndm 2017 ciia
Chinh phit quy dinh chitc néing, nhiém vu, quyén han va co cdu t6 chirc cia
Bé Théng tin va Truyén thong;

Theo dé nghi ciia Gidm déc Trung tém Chitng thue dién tir quéc gia,

Bé truéng Bo Thong tin va Truyén thong ban hanh Théng tw quy dinh vé
viéc lién thong giiia Té chitc cung cdp dich vu chimg thuc chiv ky s6 quéc gia
va T6 chike cung cdp dich vu chimg thue chit ky sé chuyén dung Chinh phu.

Pié¢u 1. Pham vi diéu chinh

Thong tu ndy quy dinh vé viéc lién thong gitra T6 chirc cung cép dich
vu chimg thyc chit ky s6 qubc gia va T chuc cung cép dich vu ching thuc
chit ky s6 chuyén ding Chinh phu.

Picu 2. Poi twong ap dung

Thong tu nay ap dung ddi véi ca nhan, t6 chuc sau:

1. T6 chirc cung cép dich vu chimg thuc chix ky s6 qudc gia;

2. T6 chirc cung cAp dich vy ching thyc chit ky s chuyén dung Chinh phu;
3. T6 chirc cung cip dich vu ching thuc chix ky s6 cong cong;

4. Co quan, t6 chirc va ca nhan st dung chit ky sb cong cong, chit ky sb
chuyén dung Chinh phu;

5. Co quan, t6 chtic, c4 nhan phat trién ing dung str dung chit ky sb.




Picu 3. Giai thich tir ngir
Trong Thong tu nay, cac tir ngt dudi day dugc hiéu nhu sau:

1. “Chimg thu sb gdc ctia T6 chirc cung cip dich vu chimg thuc chit ky
s6 qudc gia” 1a chimg thu s6 do T6 chirc cung cép dich vu chimg thuc chit ky
s6 qudc gia tw cip cho minh.

2. “Chimg thu sb gbc ctia TS chirc cung cp dich vu chimg thuc chit ky
chuyén dung Chinh pht” 13 ching thu sb do T6 chirc cung cép dich vu chimg
thuc chit ky s& chuyén ding Chinh phu tw cép cho minh.

3. “Chimg thu s cong cong” 1a ching thu sb do td chirc cung cép dich
vu chimg thue chit k¥ s cong cong cap cho thué bao.

4. “Chimg thu sb chuyén ding Chinh phu” 13 chimg thu s6 do T chic
cung cép dich vu chimg thyc chir k¥ s6 chuyén ding Chinh phi cip cho thué bao.

5. “Chtmg thu s6 SHA-1” 13 chung thu sd st dung ham bam an toan
SHA-1 trong thuat toan ky chimng thu sb.

6. “Ching thu s6 SHA-256” 14 chimg thu s6 st dung ham biam an toan
SHA-256 trong thuét toan ky chimg thu sb.

7. “Chi ky sb cong cong” 14 chit ky s6 duoc tao ra bang viéc st dung
kho4 bi mat tuong ung voi khod cong khai ghi trén ching thu sd cong cong.

8. “Chit ky s6 chuyén ding Chinh phu” 13 chit ky s6 dugc tao ra bing
viéc sir dung khoa bi mat tuong ung véi khoa cong khai ghi trén chung thu 50
chuyén dung Chinh pht.

9. “M6 hinh cdéng nhén chéo” 1a mé hinh lién thong gifta hai t6 chic
cung cép dich vu ching thuc chit ky $0, trong do, cac co quan, td chirc va ca
nhan st dung ching thu sé dugc cip béi to chire cung cip dich vu ching thue
chir ky sd nay tin cdy cac chimg thu sb gbc cia t6 chic cung cép dich vu
chung thyc chit ky s6 kia va nguoc lai.

Piéu 4. M6 hinh lién thong

M5 hinh lién thong gitta T6 chirc cung cdp dich vu chimg thyc chit ky
s& qubc gia va Td chire cung cép dich vu ching thyc chit ky sé chuyén dung
Chinh phu 1a m6 hinh c6ng nhén chéo.

Céc chung thu sb gde tin cdy caa T chie cung cap dich vu chimg thuc
chit ky sé qubc gia va T chire cung cdp dich vu chimg thuc chit ky sd chuyén
ding Chinh phii duoc quy dinh tai Diéu 5 Thong tu nay.




3

Piéu 5. Danh sach cdc chirng thw s6 goc tin ciy

1. Danh sach cac chtng thu sb gbc tin ciy bao gdm:

a) Céc ching thu s6 gdc ciia T6 chirc cung cp dich vu ching thyuc chir
ky s6 qudc gia;

b) Céc chtmg thu sd gdc ciia T6 chirc cung cip dich vu chimg thyc chir
ky s& chuyén ding Chinh phu.

2. Danh sach cac chimg thu s6 gdc tin cdy quy dinh tai khoan 1 Piéu
nay dugc quy dinh tai Phu luc I kém theo Thong tu nay.

Pi¢u 6. Quy dinh v& cdc truwong théng tin trong chimg thw sé cia
thué bao

1. Cac truong thong tin trong chimg thu sé céng cong va chimg thu sb
chuyén ding Chinh pht phai tuén tha quy dinh vé dinh dang va noi dung cac
truong thong tin trong ching thu s6 cta thué bao tai Phu luc II kém theo
Thong tu nay.

2. Céc trudng thong tin trong chimg thu sd cong cong khong thudc quy
dinh tai Phy luc II kém theo Thong tu nay phai tudn thi quy dinh cta Bo
Thong tin va Truyén thong vé dinh dang ching thu s6 coéng cong.

3. Cac truong thong tin trong chimg thu s chuyén dung Chinh phu
khong thudc quy dinh tai Phu luc II kém theo Thong tu nay phai tudn thu
huéng din cta Ban Co yéu Chinh phu v& dinh dang chimg thu s6 chuyén
dung Chinh phu.

Pi¢u 7. Quy dinh ddi v6i chirc niing ky s6, kiém tra hiéu lwe ching
thu s6, chir ky s6 ciia cic ing dung si dung chix ky s6

1. P6i véi chire ning ky s6: Ung dung phai cho phép ngudi ky 1a thué
bao ctia cac t6 chirc cung cép dich vu chimg thuc chit ky sé cong cong va thué
bao cia To chirc cung cap dich vu ching thuc chir ky sé chuyén dung Chinh
phu thyuc hién ky sb.

2. Béi voi chic nang kiém tra hiu lyc chimg thu sb, chit ky s6: Ung
dung phai cho phép nguoi ky, nguoi nhan kiém tra hiéu lyc chimg thu sb
cong cong, chit ky sd cong cong va hidu lyc chimg thu s6 chuyén ding Chinh
phil, chit k¥ s6 chuyén dung Chinh phu theo quy dinh tai cac Biéu 78 va 79
Nghi dinh s6 130/2018/ND-CP ngay 27/9/2018 ctia Chinh pht quy dinh chi tiét
thi hanh Luat giao dich dién tir vé chit ky s va dich vu ching thuc chit ky sb.



Piéu 8. T6 chirc thye hién

1. Trung tam Chung thyc dién t quéc gia (Té chirc cung cép dich vu
chimg thyc chir ky s6 qudc gia) c6 trach nhiém:

a) Chu tri, phbi hop véi T chirc cung cép dich vu chung thuc chit ky
s6 chuyén dung Chinh phu huéng din viéc thyuc hién quy dinh vé cac trudng
thong tin trong chimg thu sé cua thué bao; dam bao viée trao d6i cac ching
thu sb gdc tin cdy cua T chirc cung cip dich vu chimg thuc chit ky sb qudc
gia va T chirc cung cdp dich vu chimg thyc chit ky s6 chuyén dung Chinh
phu chinh xac va an toan;

b) Céng bd danh sach céc chimg thu sb gbc tin cdy cua T6 chirc cung
cap dich vu chung thuc chit ky sb qubc gia trén trang thong tin dién tu
http://www.rootca.gov.vn;

¢) Hang nim ra soat, trinh B4 Thong tin va Truyén thong cip nhat, ban
hanh danh sach céc chimg thu sé gdc tin cdy khi c6 su thay ddi vé cac chimg
thu s6 gbc ctia TS chirc cung cép dich vu ching thyc chit k¥ s6 qubc gia va
T4 chirc cung cAp dich vy ching thuc chir ky s6 chuyén dung Chinh phu.

2. T6 chirc cung cip dich vu ching thuc chit ky sd chuyén dung Chinh
phu c6 trach nhiém:

a) Thuc hién huéng din vé cac truong thong tin trong chung thu sb
chuyén dung Chinh phu,

b) Cong bd danh sach cac chimg thu sb gbc tin cdy cua T chirc cung
cap dich vu ching thue chit ky sé chuyén dung Chinh phi trén trang thong tin
dién tr http://ca.gov.vn.

3. Céc td chirc cung cép dich vu chimg thuc chit k¥ s6 cong cong c6 trach
nhiém thuc hién quy dinh vé cac truong théng tin trong chiing thu sd cong cong.

4. Co quan, td chirc, c4 nhan phat trién ing dung st dung chit ky s c6
trach nhiém thyc hién quy dinh d6i vé6i chic ning ky s6, kiém tra hiéu lyc
chung thu sd, chir ky s6 cua cac ing dung st dung chit ky s6 theo quy dinh
tai Pidu 7 Thong tu nay.

Piéu 9. Picu khoin chuyén tiép

Céc chung thu sd cia thué bao duoc cip trudc ngay Thong tu nay co
hiéu Iuc thi hanh duoc tiép tuc st dung cho dén khi hét hidu luc hodc duoc
chu dong chuyén ddi dé dap tmg quy dinh vé céc truong thong tin trong
chimg thu s cta thué bao theo quy dinh tai Pidu 6 Thong tu niy.



Di¢u 10. Diéu khodn thi hanh
1. Thong tu nay cé hiéu lyc thi hanh ké tir ngdy 04 thang 3 nam 2019.

2. Chanh Vin phong, Giam dbc Trung tdm Chimg thuc dién tir quéc
gia, Thi trudng T6 chirc cung cip dich vu ching thyc chit ky s6 chuyén dung
Chinh phu, Thu truéng cac co quan, don vi thugc B9, cac td chirc va c4 nhan
c6 lién quan chiu trach nhiém thi hanh Thong tu nay.

3. Trong qué trinh thyc hién, néu c6 kho khin, vuong ma?'lc, cac co
quan, td chic va c4 nhan phan 4nh kip thoi v& B6 Thong tin va Truyén thong
dé xem xét, giai quyét./.
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Noi nhgn: BO TRUGNG
- Ban Bi thu Trung vong Pang;

- Thu tudng va cac Pho Thu tudng Chinh phu;
- Cac B9, co quan ngang B9, co quan thudc Chinh phuy;
- UBND céc tinh, thanh phd tryc thude trung wong;
- Van phong Trung wong va cac Ban cua Pang;
- Vin phong Téng Bi thu;

- Vién phong Chu tich nuéc;

- Vin phong Qudc hoi;

- Toa 4n nhan dan t6i cao;

- Vién Kiém sat nhan dan tdi cao;

- Kiém toan Nha nuéc;

- [:Jy ban qudc gia v& Chinh pht dién tir; Nguyén Manh Hing
- Uy ban Trung wong Mt trén T6 quoc Vi¢t Nam; *

- Co quan trung wong cua cic doan thé;

- Ban Co yéu Chinh phi;

- S¢ TT&TT céc tinh, thanh phd truc thudc trung wong;

- Cuc Kiém tra VBQPPL (B% Tu phap);

- Cong b4o, Céng Thong tin dién tir Chinh phi;

-B6 TTTT: BO trudng va cac Thir truong;

cac don vi thudc BJ; Céng TTDT cua Bo;

- Céc td chirc cung cip dich vu chimg thuc chit ky s6

cong cdng;

- Luu: VT, NEAC (150).




Phu luc I

DANH SACH CAC CHUNG THU SO GOC TIN CAY
(Kém theo Théng tw s6 0F /2019/TT-BTTTT ngay 09 thing F nim 2019 cia Bé truomg Bo Théng tin va Truyén thong)

1. Danh sich cac chimg thw sé goc tin ciy duéi dang PEM (Privacy Enhanced Mail)

STT

Chitng thw s6 goc tin ciy

Dang PEM

Chimg thu sé gbc ciia T chirc cung cap dich vu chimg
thuc chit ky s6 quéc gia (chimg thu s6 SHA-1)

MIID1zCCAr+gAwIBAgIQG+Rzih8+wI9HNn6bPNCWYIjANBgkghkiGOwOBAQUFADB+
MQOswCQYDVQQGEwWJIWT JEzZMDEGALIUEChMgTWluaXNOcnkgb2YgSW5mb3JtYXRpb24g
YWSkKkIENvbW11bmljYXRpb25zMRswGQYDVQQLEXJOYXRpb25hbCBDQSBDZWS0ZXIx
HTAPBgNVBAMTFE1JQyBOYXRpb25hbCBSb290IENBMB4XDTA4MDUXNjAXMTIOOVoX
DTQWMDUxXNjAxMjAzMlowfjELMAKkGALIUEBhMCVk4xMzAXBgNVBAOTKk1pbmlzdHJI5
IGOMIELluZm9ybWF0aW9uIGFuZCBDb21tdW5pY2F0aW9uczEbMBKkGALUECXMSTmF 0
aWouYWwgQOEgQ2VudGVyMROWGWYDVQQODEXRNSUMgTmF0aW9uYWwgUm9vdCBDQTCC
ASIWDQYJKoZIhvcNAQEBBQADGGEPADCCAQOCGGEBAKE /WVEO/ D/ YduWeBSL20M8
Nr5hr9ylP2Ae0w0BQa34yYpCjsjtMoZHxf619+rWRDcQESNICFFQuuVX6cdlyYdc
cwmFMOzhuzisjqg23EwQuZoFXLcz7Gv0unIv9CUDwYBebcUVtfePbKtK7mt3rzF7k
AN/VbDCFm71X£fy3UJINOA++A0Ub6wlmEHZOWgR+eRbS+HWOi0rcGxRrPcWh04Cdn7
tSe¥nl788fRI/+ih0/90QMokmg7KZYp3Me8hSTZ5cQotvdH781BPeCtLwtWrd1kxQ
nOYhjsH11wFOzZ+wQB18G11vXDgZmjfaOYESFjLvga2wIWsR18LBCL1vI1wEDIMC
AWEAAaNRME8wCwYDVROPBAQDAGGGMABGA1UJEWEB/wQFMAMBA £ 8wHQYDVROOBBYE
FM1liceRhvf497LJAYNOBAAO6rGvGMBAGCSSGAQQBg]jcVAQQDAGEAMAOGCSGGSIb3
DQEBBQUAA4IBAQBMncl+IyCAHCjP8PHJI3xHKsmlTo/JfDLN1INnCOU4RxQKuBVF8QX
vqiTUUaghuOkZC9PE46wtBScfEO+LUSjUmzblnAXWUdbolgzx5Z6tg31LQ3ZZDgv
O0FQ60RNotvo4DgXr4Pww90ybX+Luz3v4Yup0r3JUTNT6Xovs67gngSyYjvEKoFGW
c8YXifn0US5c/V8PbVShJIc09KNypnhMUTvsbJ7glHYr+osup85V8k2zuddDWw4 YWP
ipdIjud4Z4nL5aQC7FtXobnHlrfB6eVd]pmmpyWaHbDO1jtrM/K+SeEtloeBuXau
P/ zNs8Z2MgINUFJIsLQ2yvddQ5dN1Y59dzQqZ




Chimg thu s6 gdc ctia T chiic cung cép dich vu ching
thue chit ky s6 qudc gia (ching thu sé SHA-256)

MIIG/DCCBOSgAWIBAgIRAJWSuUdzurVokprj3HX0yOlowDQYJKoZIhvecNAQELBQAW
gaMxCzAJBgNVBAYTA1ZOMTMwMQYDVQQKDCpNaWSpc3RyeSBvZiBJbmZvemlhdGlv
biBhbmQgQ29tbXVuaWNhdGlvbnMxPDA6BgNVBASMMO5hdGlvbmFsIEN1bnRyZSBv
ZiBEaWdpdGFsIFNpZ25hdHVyZSBBAXRoZW50aWNhdGlvbjEhMB8GALIUEAWWYVm1 1
dG5hbSBOYXRpb25hbCBSb2 90 IENBMB4XDTEOMDQOXNTE2Mj kyMFoXDTM5MDQOXNTE2
Mj kyMFowgaMxCzAJBgNVBAYTA1ZOMTMwMQYDVQQKDCpNaW5pc3RyeSBvZiBJIbmZv
cmlhdGlvbiBhbmQgQ29tbXVuaWNhdGlvbnMxPDA6BgNVBASMMO5hdGlvbmFsSIENL
bnRyZSBvZiBEaWdpdGFsIFNpZ25hdHVyZSBBAXRoZW50aWNhdGlvbjEhMB8GALUE
AwwYVm11dG5hbSBOYXRpb25hbCBSb290IENBMIICI jANBgkghkiGOwOBAQEFAAOC
Ag8AMIICCgKCAgEAUKxaewgw2XB6afUf4zeVThQD1/G9xj56UocT+8KbW7BeIjkUe
vwlUmKS5/j4HQaIuNg7g90iQaU2Gt7WM/ £TR8p/PkQT7yzuY0uLzSxU03d8LxXBnFR
hz/5Vnk6cfWcsZUwCEgQU/LHrnVuRjIYsffdc3YDgUJIkcbnnxRg6zTFIBG2xH3£3C
68C4Y3yERae5SMCukpNELXh6GctRR2FkShFeITzJUZSguCEJJA]5qYW3rakdud4X]j
FFVgMnl6+78PYxv1AA80FQrUbAywWg6Lzn6zcpo+OZuWfF7NFVGEcAtDuNloyvst
+H68£691iZ4+dKI4dBcrFkYJ+ptf98+Dev/Ij60njOLgVgE/6LwprDIVY7X0vdgGG
TNbh6gaeugCG5/mYtIVKkHhwPK+KcTPETYZJDYxT3rUIahaYhlQp+LfEDXTJII2XGK
ey91BkmFgdGpZY65p3xvrYW+NHccbtPsR+swcuuGRV7UP/ndmRX08GiaMTfKrkR7
V5RvferDiQ/vezfg2hDPHizFagqxtImTUu8wFvXGbollhsrgLCaKQxZToonYp7ECV
YFDueuL7E6Up4cXlerlqLvp3w+QZVR4r58IKvxVrtHaRiZUsbDa335dA1W]jgadI8
QWZ4HOHVZLQ]jrX+JkjDPJTMHNXUMEKE1 rCSF3rXqUKZ/JIJMvgKeY16jQDaHOCAWEA
AaOCAScwggEjMA4GA1UdDWEB/wQEAWIBhjAPBgNVHRMBA f8EBTADAQH/MBOGA1Ud
DgQOWBBR+8Iftsbid+wiDb6QW/fG4rGKbATCB4AYDVROJBIHYMIHVgBR+8Iftsbid
+wiDb6QW/£G4rGKbAaGBgaSBpjCBozELMAKGAIUEBhMCVk4xMzAXBgNVBAOMKk1p
bmlzdHJISIGOMIE1uZmOybWF0aW9uIGFuZCBDb21tdWSpY2F0aW9uczE8MDoGA1UE
CwwzTmF0aWouYWwgQ2VudHI1IGIMIERPZ210YWwgU21nbmFO0dXJ1IEF1dGhlbnRp
Y2F0aW9uMSEwHwYDVQQDDBhWaWVObmFt IEShdGlvbmFsIFJvb3QgQ0GCEQCVkruM
79ladKa49x19MjtaMAOGCSgGSIb3DQEBCWUAA4 ICAQBNNunXKvYvaxzgOPbKsmJL
Z1ggHpJeHzT741zBHDgp8bgbLDtgH+PZV+w7DwvfZD8xuFKQJz9v5TDpz/CYwrhA
+BUsxyMbzS6Kv11Na42Ja63BlEQIAAVY+ZX3mFbVumOV43kLOgzQayYKPolglo7Q
x23122g9zhg40436Vfek8Lrh/WcP5ezyC8Tt7VCalU0l/fuSaCPYvzZbVibzZw/Eyj4x
K1lud7Uq20p54vSTegoh0+ZW28SQEgH49BjyjQTv56sTROIWZAWxbHtOBIWTj7v1i
ksebvvljoRYo9wg29AuY/Arw3NNhTyIbUFO75colaaF8i+5aAvmPQzfIk9mlbzK1
5VOk8t8QnV8i4I42jDLbVzbzFQZHbLL8g +LTHVZc9s FKmfhkH2HDsngb6UVKDUW
HB5+XQ5Q0S1yGVJI0OMeUYohPI6cghZXbIf1HGyse9hbARM7Ubrisf/P//FDL1J3UL
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7+aLIk9fwon7WyOWcgN+QxjfdxUMIVSCx705+uX/aN4y0g5LMNChDOzpBYUg6smm
8AOW2LIAMWOQOUISTLNHO8OVW3ikuOSrfTSWwbY¥myt15NsFp8LM/QONu9QgaMNNy2
3YbQZZ1fFormI9ioWEpjDbWqUIYyH60HPG]sBbSoR4G0IUsfxaDdE3CXIx48pRol
SddeayvR5sdOsNrhJOAFwg==

Chtng thu sé gbc ctia T chitc cung cép dich vu chimg
thuc chit ky s6 chuyén ding Chinh phu (chimg thu sb
SHA-1)

MIID+DCCAuUCgAWIBAgIJAP8wWOUTpCsHtMAOGCSGSIb3DQEBBQUAMGsxCZzAIBgNV
BAYTA1ZOMROwWGWYDVQQOKDBRCYW4gQ28geWV1IENoaW50IHBodTE OMDsGA1UEAwWwWQ
028gcXVhbiBjaHVuzZyB0aHV]jIHNvIGNodX11biBkdW5SnIENoaW50IHBodSAoUmMOv
dENBKTAeFwOxMDAzZMTAWNTQ1INTdaFw0zMDAzZMDUWNTQ1NTdaMGsxCzAJBgNVBAYT
A1ZOMROwWGWYDVQQKDBRCYW4gQ28geWV1IENoaWS0IHBodTE 9MDsGA1UEAwWwW0Q28g
cXVhbiBjaHVuZyB0aHV]jIHNVIGNodX11biBkdW5nIENoaW50IHBodSAoUmOvdENB
KTCCASIwWDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBANrzvexkvgul4dRUNV6G
McvLdenKrrzY¥nVpzIp781ijBMgWcG+cu+AJS2GbqYdbsO6JnaNLSxuxpM7Uejiwi2
QOBTe2NXIy4TtkadbIjP1QHUIetTYeLTESUwOVOEUwWtAM2 PVmoSpdEPFw4006E3/M
CtiMOfSRuyyXM8uuOEyYqUowFJIbEDERqqlPeUOokutsgzUFtZkG/TM6WE 97 FMbA4
KC5stxG8SHCed4YFNrQIaM80zemdl1MIJaSHSvrv+EWR1TDeg02Ul8gB3aiaamSX2
M7B3JMKedOoBo1lUQkLc/ePqG2kKHVbc2plmePX5nletCpM6+RUjpzvdkecihxxAUj
JAcCAWEAA20BnjCBmzAPBgNVHRMBAf8EBTADAQH/MBOGA1UdDgQWBBTZFxtRoxe3
nvwt22H6eQD/WHSAXDAfBgNVHSMEGDAWGBTZFxtRoxe3nvwt22H6eQD/WHSAXDAO
BgNVHQ8BAf8EBAMCAQYWOAYDVROfBDEwLzAtoCugKYYnaHROcDovL2NhLmdvdi52
bi9wa2kvcHViL2NybC9yb290Y2EuY3JIsMAOGCSQGSIb3DOEBBQUAA4AIBAQALL vpY
htC3w/9gWAh34UovGuSUWFDQOcmUTExhhJiADI18E49WBTeN1iC70ZhblaFRQzW9
e6NNgkSrCy5piklgkdOtgB+gx2b3s9CCj8VNywlADHIziMmXPgyJLvOn9TgBj7yT
WT85Yc49erOnsDdvxSBglJdiiu/SGD6ZMda/mztInkrteTAka2zw2i46rcwTSUR]jy
YEJfpj/joxEcCqAubXwIdteNWjMhz07MrPXDa70Gdn 7ppLpZEIHMSCZR+ULILtrd
3cTDAzZR1IP9bNzglwcObf4IYSErVFZAPInx6wxxIIOWp+JBRpf1TiKu73Q990Pmec
Pk92bAk68y20xRI1

Chl'mg thu s6 gdc cta TH chirc cung cip dich vu ching
thuc chit ky sé chuyén ding Chinh pha (ching thu sb
SHA-256)

MITIFpzCCA4+gAwWIBAgGITIO2WwODAG+aswDQYJKoZIhvcNAQELBQAWYTELMAKGA1UE
BhMCVk4xIzAhBgNVBAOMGkJIhbiBDxgEgeeG6v3UgQ2jDrWSoIHBo4dbunMSOwKwYD
VQODDCRSb290Q0EgY2hlecOgbiBkw71luZyBDaMOtbmggcGjhu6cgRz IwHhcNMTgw
ODIyMDczNjM5WhcNNDgwODEOMDczNjM5W)BhMOswCQYDVQQGEWJIWTJEJMCEGALUE
CgwaQmFuIEPGoSB54bg/dSBDaMOtbmggcGjhu6cxLTArBgNVBAMMJIFJvb3RDQSB ]
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aHV5wopuIGTDUWSNnIENow61uaCBwaOG7pyBHMjCCALIwDQYJKoZIhveNAQEBBQAD
ggIPADCCAgoCggIBAKU35IPgBYESUi+W0OLSZKNRXxWLUdAIJLAicboYFz/21i2nmpE
nDdPncAAhCESNprFHWRwckuP8p+7NS6pRohM1kId6LweFSv7P47IWM1yFYpsiHKk
5xWbsgItV5yoQc2sqzS3gzuXGacBlP0h4CZndloIlo2kcOiTIhbxFpTwIT/YVARAyY
PLIV/51xKC5r4ETOVIS5wMVSKL29N0g9udLvImJez0Cb3v33FZ4mbRk0OX0FAQwMw
C7TKxIoQKnZhTE35yYCEsk4Cp76pYQVMjVAZyeJ1R6YSCuc55LAWUET 704NAudijZ
TOJDO7PuUxQcsuvl7rdkOpr+AGwi4b03FVQCY60TclNcWwEYV]f2ul3eEMXJKQJ/N
NDhpvFI9LAf71pCYsQhbxz10Igeqzl50n+pSPqNKRncgjPfs0ek/8Ip00yc2diwix
AdFx2x3jVrVS07mXM/G//cV8oWmBvgl/QD96gB6YsLc2DyIZuSHQzJGE312hn7/Gd
qd+Vj9Pgxytf5+G1ldxbWB1HQQ/aZD2kFX9A/jQGutd/CTCcs2UCemQndn261EnVi
Uf£QGX3m69n2DwM602Q01uagTxQYONCCEbv4rNy8MTwk7P1Bt8N7QaEIoYXn8GT7X
HrS8AaNSa7qON7/TG5T1yfJt5JYp2asGVwBQ50onnltvVGHiHbscQ8dJB4CUhAGMB
AAGJYzBhMA8GA1UJEWEB/wWQFMAMBAf8wHwWYDVROjBBgwFoAUd3m69/09+4YeExpe
I1JcqrpurlQwHQYDVROOBBYEFHd5uvfzvfuGHhMaXiNSXKq6bq5UMA4GA1UADWER
/WOEAWIBBjANBgkghkiGOwOBAQsFAAOCAGEAhfZKfj1h6fTUr43i8seYh6EUiEvVd
Vd+D5k81iUSpfgT9C0ZGlwmdTszJ6JQyok7c40APKRYWT/cJkgI814FXN97rdTm/ I
zX2pU7Agae6]5mY¥Y0cozGg8YURYxpsjKdbcxc) 6uK3wlHBRA2YsZgy5UJsRK5Q7 9+
S23395zuQdT+Ir/YILMGidun3Nt9u205Xzg0aiAcvd/6RHZQP13Fj ygHXIPBd4xg+
N1pfd0dQ1TkL/y+ykrTvdWlmOHd0jCd49vRz1L581yqYs6dplteaNy/ydOM1H908d
DKW30ccu9YA93wiDBZ/4koxLFn5ftRFz7P1AZz2f5MA3j ZPRuvn6Gv95dOBW4 I fnk
B+uOno5b4sLMC4gwSAq4w8fdDW/D4QPY/kHily00j0JY1E8eY79/Sxz9VhPgfCol
O0KSYHiCCOdpmg+oUWmpg+/zrEE7uc7+KUpQNTjxB+0c10kESKdAK+jO0rJQlWmKegD
zZ8+fMI9AMkveSw22TIVJ0t8s11Q0alFb0Y6kpszMD45vkp4dPcS5MaoyJPEfWMG4cAOP
I0C8C8WGte4D1Uzml £dTyD+ZWO4Fb9xaHUhyewx6CAcDyH5sTjoN1kZNie6aWQVg
9RihjCzFStpnyCIlbZiEep2bFDQhper6yHEhGtym8MtqT220YJ25NX0fQ+5+r+Nf
btkMVr+VUE502Bc=
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2. Théng tin vé khoa cong khai trén cic ching thw s6 goc tin ciy

STT

Chirng thu s6 goc tin ciy

Thuat toan
sinh khoa

Khoa cong khai

Mo-dun n

(Hexadecimal)

S6 mii cong khai e
(Hexadecimal)

Chimg thu sb gbc ctia T6 chic
cung cip dich vu chung thuc
chir ky sb quéc gia (ching thu
s6 SHA-1)

RSA
2048 bit

Al
3C
c9
37
1c
66
17
E4
FB
2F
FB
33
8B
50
1B
AD

3F
36
8A
10
73
81
9B
00
EO
87
B5
D9
6F
9c
59
BO

59
BE
42
12
09
57
A,
DF
28
58
217
26
74
E6
6F
21

51
61
8E
C3
85
2D
45
D5
51
E8
98
AB
TE
21
5¢
6B

OE
AF
Cc8
48
33
ce
6D
6C
BE
B4
9E
B2
B¢
8E
38
11

FE
DC
ED
08
4C
FB
7D
30
BO
AD
5E
99
94
¢l
19
97

30
BS5
32
51
El
1A
E3
85
D6
Cl
FC
62
13
E5
9A
c2

FF
3F
86
50
BB
FD
DB
9B
61
Bl
F1
9D
DE
97
37
eal

61
60
47
BA
38
2E
2A
BD
07
46
F4
cC
0A
01
DA
08

DB
1E
c3
E5
AC
9¢
D2
57
ce
B3
48
7B
D2
4E
D1
BD

96
D3
FE
57
8E
8B
BB
4B
ES
DC
EE
Cc8
FO
CD
81
eF

78
0D
B5
E9
AD
FD
oA
2D
A0
5A
E8
52
BS
9E
39
23

14
01
F7
CE
B7
09
DD
D4
47
1D
Al
4D
6A
BO
16
518

8B
41
EA
35
13
40
EB
24
E7
38
3B
9E
F8
40
32
04

DB
AD
D6
€9
04
FO
ce
D3
91
09
FF
S
96
19
EF
OF

43
F8
44
8E
2E
60
S5E
80
6D
D9
50
42
4c
ic
81
D3

01 00 01

Chimg thu s6 gbc cua T6 chirc
cung cip dich vu chung thuc
chit ky sb qudc gia (ching thu
s6 SHA-256)

RSA
4096 bit

B8
14
88
83
E3
F1
08
80
47
A4
32
6E
00
9A
68

AC
03
8E
B8
E4
06
48
EOQ
DD
D1
54
T
OF
3E
CA

5A
97
45
3D
41
71
14
50
FD
0B
65
85
28
39
FB

B
F1
1E
A2
3E
3L
FC
99
c2
SE
28
E3
15
9B
2D

08
BD
BF
24
F2
87
B1
1c
EB
1E
2E
14
OA
96
F8

30
Co6
09
1A
CE
3F
EB
6E
co
86
08
58
D4
pie
TE

DS
3E
54
53
E6
F9
9D
79
B8
72
42
60
6C
S5E
BC

70
TA
98
61
34
56
5B
Fl
63
D4
49
32
0cC
CD
1

TA
52
AE
AD
B8
79
91
46
C
51
02
79
BO
15
A8

69
84
TF
ED
BC
3A
8C
AE
84
D8
3E
1A
5A
51
22

E5
FE
8F
63
D2
71
86
B3
45
59
6A
EFB
AE
84
67

1F
FO
81
3F
C5
ES5
2C
4c
A7
12
61
BF
8B
70
8F

E3
A6
DO
D
43
9C
7D
5F
B9
84
6D
OF
CE
0B
9D

37
D6
68
34
BY
B1
F7
41
30
57
EB
63
7E
43
28

95
EC
8B
e
Ly
95
5C
1B
2B
88
6A
1B
B3
B8
8E

4E
17
8D
AT
€2
30
DD
6C
A4
4F
42
E5
T2
DD
1D

01 00 01
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05
89
2F
B4
14
48
A7
EB
CA
DA
ol
29
TA
15
EO
92
BS5

CA
E3
76
85
7
DS
e
86
AE
10
9B
EC
BD
6B
68
30
EA

C5
38
Al
64
AD
[l
6F
45
44
GE
A3
40
6A
B4
92
CF
50

91
B8
86
1E
42
8A
AD
5E
7B
1E
5D
95
2E
76
3C
25
A6

82
15
EC
1C
1A
1B
85
D4
g7
2¢
61
60
FA
91
41
33
F

TE
80
D6
OF
85
2F
BE
3F
94
C5
B2
50
77
89
66
07
24

A6
4F
El
2B
A6
65
34
F9
6F
6A
BA
EE
C3
95
78
37
CB

D7
FA
EA
E2
21
06
T
DD
7D
AC
8B
TA
E4
2C
1¢
1B
EA

FD
2F
06
9c
D5
49
1cC
99
EA
6D
09
E2
19
6C
El
8C
29

F3
0A
9E
4C
0A
85
6E
15
C3
22
A2
FB
55
36
D5
12
E6

EO
6B
BA
Fl
7E
81
D3
F4
89
64
90
13
1E
B7
64
41
85

DE
0ocC
00
13
2D
D1
EC
FO
OF
D4
C5
A5
2B
DF
B4
25
EA

BF
85
86
61
Fl
A9
47
68
EF
BB
94
28
E7
91
23
AC
34

F2
58
E7
92
03
65
EB
%A
7B
ce
E8
E1l
C2
40
AD
24
03

23
ED
F9
43
5D
8E
30
31
37
05
A2
C5
oA
95
1E
85
68

EA
7D
98
63
32
B9
72
87
EA
BD
76
ES5
BF
68
89
DE
7D

Chung thu s6 gbc cna T chirc
cung cép dich vu chung thuc
chit ky sé chuyén ding Chinh
phti (chimg thu s6 SHA-1)

RSA
2048 bit

1B
1A
8D
51
91
09
81
C5
D2
D2
6D
B3
c8
Cl
1C
7D

8A
E4
e
43
D3
40
8F
20
67
51
7C
86
2E
chb
48
DO

94
13
35
AD
oc
BC
6A
92
18
08
76
DA
1B
20
F9

6F
co
8F
BD
80
T
93
94
BB
F2
76
TE
DD
TF
ES5
ac

86
50
56
7B
1F
73
59
98
S5E
60
D7
E9
DD
82
A9
A6

DO
DO
05
A3

88
iy
A2
4C
42
8D
A4
Cc4
18
F8
4F

B7
39
37
4D
Cc7
€9
39
BB
09
5F
5A
BA
c3
F4
90
76

€3
cY9
8D
82
66
97
61
F4
1A
A6
33
59
03
4A
51
6C

FF
94
D6
44
F7
3E
CE
86
DB
3F
21
10
34
D5
A5
09

60
4C
20
AB
B3
0cC
3D
O.F
3¢
E3
CE
81
65
15
FD
3A

58
4C
BB
0B
DO
89
1A
A6
36
A3
4E
E6
20
90
53
E3

08
61
Al
2E
82
2E
BD
4C
8B
11
ce
48
EF
OF
88
2D

17
84
98
69
8F
ED
27
TS
8E
1cC
AC
26
5B
96
AB
B4

El
98
5B
8A
c5
27
BO
AF
AB
0A
EF5
51
37
&
BB
C5

4A
80
D5
4D
4D
F5
37
E6
73
AQ
C3
F9
38
1A
DD
12

2F
0c
Al
60
CB
3A
6F
CE
04
2E
6B
42
35
C3
OF
25

01 00 01

Chimg thu sb gbc ciia T chuc
cung cép dich vu chimg thuc
chit ky s6 chuyén ding Chinh
phtt (ching thu s6 SHA-256)

RSA
4096 bit

88
Al
42
38
BA
34
8F

Fé6
14
Al
0A
DD
72
AB

4A
88
91
4A
4EF
8C
8A

7E
4B
BS
45
6F
Cé6
DF

3D
DD
Cc2
85
C8
AB
09

61
55
6E
93
ch
ceé
47

E9
DF
13
FD
7D
14
05

F4
83
B3
c2
A9
45
10

D4
E6
32
64
53
8C
36

AF
4F
TA
80
BO
69
62

8D
22
25
8F
20
B2
C6

E2
53
0cC
35
69
32
60

F2
9a
A8
EOQ
EE
9D
CB

c7
5F
93
55
A3
6D
95

98
A9
B7
CD
E6
cc
09

87
3F
38
F
66
5C
Bl

01 00 01




12
D8
88
FO
B2
2F
(62
83
CFE
15
30
97
13
14
4E
55
B6
B3
cl
E6
7B
EE
25
1A
EE

B9
2C
07
5D
92
9F
47
05
67
B8
48
2D
EOQ
5A
3C
A6
4F
33
B8
95
ocC
9A
6D
DC
TE

42
Cl
2F
E3
B4
25
F4
9F
F9
21
0A
28
7€
6A
41
29
D5
03
70
F7
7A
59
98
A6
AF

3F
A2
27
18
EF
CA
EF
F8
30
F9
B8
8F
2A
6A
FB
E8
49
E3
0A
58
08
05
84
FO
E3

TE
76
FE
3E
75
A6
1D
92
0D
E4
C3
42
25
FB
47
03
D2
9B
OF
Cc8
07
60
A
CB
5F

4B
E9S
91
36
69
2C
0cC
8C
E3
07
c7
58
DO
FC
35
CD
DF
E4
23
3F
03
F5
9D
6A
6E

68
F7
1F
5A
66
ES
A5
4B
64
EB
DD
94
AF
EB
D2
9F
2C
A7
40
99
Cc8
18
9B
4F
D9

E3
36
34
SF
DO
DA
B7
16
F4
8E
0D
4F
58
10
41
3E
96
83
BC
58
TE
Al
14
6D
0cC

AB
DF
OF
T
17
75
D1
TE
6E
9E
6F
1E
1E
4E
12
1C
54
DC
OB
EE
6C
8C
34
B4
56

g€
6E
97
47
74
BS5
Cc7
S5F
BE
8E
Cc3
63
20
EE
29
CE
1A
E4
C5
05
4E
2¢
21
60
BF

EE
D8
71
50
8C
E6
2E
BS5
TE
5B
El
BF
82
73
D2
40
94
Co6
86
6F
3A
Ch
A5
9D
95

41
EE
63
D5
27
8D
F5
11
86
E2
03
F
39
BF
BE
32
56
A8
BS
DC
0D
4A
EA
B9
50

D4
57
CA
39
78
CB
80
A3
BE
c2
D8
4B
DA
8A
8C
4B
F4
Cc8
EE
5A
D6
DA
FA
35
4E

FE
CE
Al
0B
Fo6
FC
3D
EC
DE
cC
FE
ie
66
52
EA
DE
63
93
03
1D
46
67
C8
TA
4FE

22
0D
D7
FF
F4
9D
DF
FD
5D
0B
41
FD
83
94
c9
4B
A9
DF
D5
48
4D
Cc8
71
1F
D8

BF
1A
20
2F
73
DO
08
40
38
88
E2
56
EA
0D
42
0D
29
58
4C
72
89
22
21
43
1%




Phu luc II
QUY PINH POI VOI TRUONG THONG TIN TREN CHUNG THU SO CUA THUE BAO
(Kém theo Thong tw s6 O4 /2019/TT-BTTTT ngay O5thing # ndam 2019 ciia B truéng B Thong tin va Truyén thong)

Quy dinh
STT Truong Y nghia I Chitng thw s6 chuyén ding
ung thw so cong con
8 SR Chinh phi
Phién ban cua chim .
1 | Version 1 Cu; : Version 3 (value = 2)
thu so
: . | S6 nguyén du au nhién x4c dinh duy nhat mét chimg thu s do
2 | Serial Number S0 hi€u chimg thu s6 SRS E ong ngauA en X? . ,1 R e ’a vt citme 5
CA cép cho thué bao, d§ dai khong qua 20 octet (byte)
Attt T Theo quy dinh ctia B Thong tin va Truyén thong vé tiéu chuin
3 | Signature Thugttodn ky chimg |y 2y 6 dp dung vé chit ky s6 va dich vu chimg fhyc chit k s6
thu s6 cia CA LA
dang c6 hiéu luc
Tén giao dich ctia t chi ,
. P , p 1 .g1ao . ’cua ©° UCN Cuflg ;| Tén sub-CA cta To chic cung
Tén cua CA cap chimg | cap dich vu ching thue chitkyso | . .. ] o
commonName " ) R % 1 . | cép dich vu ching thuc chir ky so6
thu so cong cong trong ho so de nghi NP , ,
P , z chuyén dung Chinh phu
4 | Tssuer cap ching thu so
N e Tén cua doanh nghiép duoc cép
o Tén cua to chirc/doanh , L. , £ , ,
organizationName a s phép cung cap dich vu chirng Ban Co yéu Chinh pht
nghiép van hanh CA v B o x .
thuc chit ky so cong cong
countryName Tén nudc VN
Thoi diém c6 hidu luc - Tru6e ndm 2050: UTCTime.
notBefore , , z . Y e . .
s | Validit cua chung thu s - Ttr nam 2050 tr¢ di: GeneralizedTime.
¢ " Thoi diém hét hidu luc - Tru6c nim 2050: UTCTime.
er . .
1o cua ching thu so - Tir ndm 2050 tré di: GeneralizedTime.




MST:[mai s6 thué] hodc
MNS:[ma quan hé ngén sach] hodc
BHXH:[m3 s béo hiém xa hoi] hoic
: CMND:[s6 chimg minh nhan dan] ho3
userlD Dinh danh cda thué bao [s0c lingﬂml r anv an] hoge
HC:[s0 hg chiéu] hodc
CCCD:[s6 thé cin cude cong dan]
Cdc truong hop khdc theo thod thudn giita thué bao va
16 chire cung cd}y dich vu chitng thuc chit ky $6.
Subject , ]
commonName Tén cua thué bao Tén cua thué bao dugc cap ching thu s
o Tén clia to chirc/don vi q , ,
organizationName A ’ Tén cua t6 chirc/don vi quan 1y thué bao (néu cd)
quén ly thué bao
Tén tinh/TP noi . 5 ;
, (VTS | Tén otia tinhy/TP noi séng/lim viée ctia thué bao bing tiéng Viét, ¢é
stateOrProvinceName | song/lam viéc cta thué r e e g
dau, céc chir cai dau viét hoa.
bao
countryName Tén nudc VN
Theo quy dinh cua B Thong tin va Truyén thong vé tiéu chuén
Subiect algorithm Thuat toan sinh khoa bat budc ap dung vé chit ky sb va dich vu ching thuc chit ky sd
ec ;
Pubjl' dang c6 hi€u luc
uolic . : X ~ X in X
.. . Theo quy dinh ctia B Thong tin va Truyén thong vé tiéu chuan
Key Info i . Khoa cong khai cua e, S o B , -
subjectPublicKey . bat budc ap dung ve chit ky s6 va dich vu chitng thue chit ky s6
thué bao ——
dang c6 hi€u luc
. Thuat toan ky chim o %
signatureAlgorithm ﬂ.llI o cﬁ;’ CA e Cung thuét toan tai trudng so 3
Chit ky sb ctia CA trén . :
signatureValue ol Chir ky s0 cta CA trén chimg thu so

chimg thu sb
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